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[bookmark: CreateSAWAcct][bookmark: _Toc507583531]Create SecureAccess Washington (SAW) Account

In order to access the Water Quality Permitting Portal (WQWebPortal) you need to have a SecureAccess Washington (SAW) account:
· If you are registering for a new SAW account, please follow the registration instructions below.
· If you have an existing SAW account, go straight to “Add a New Service” section.

NOTE: Accounts are set up by individuals, not by company. Each person needs to have their own SAW account and, if signing electronically, their own signature account. Your SAW account can be used to access many different web applications offered by the Department of Ecology and by other state agencies (Example: Department of Labor and Industries).

[bookmark: _Toc507583532]Steps for New SAW account
1.1. Go to https://secureaccess.wa.gov in your internet browser.
1.2. Click on the “Sign Up!” link to create a new SAW account.
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1.3. Fill in all of the required fields and click the box “I’m not a robot” (and do the action it describes) and then “Submit”. 
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1.4. Log into your e-mail provider and find the message from secureaccess@cts.wa.gov with subject line “SecureAccess Washington: Welcome to SecureAccess Washington.” Open the e-mail message and click on the “To activate your new account” link. You must log on using the link in the e-mail message to activate your account.

Email Example Message: 

	[image: ]

1.5. When you click on the link in your email you will receive the message your Account has been Activated. 

· Your SAW account can be used to access many different web applications offered by the Department of Ecology and by other Washington State agencies. 

· For additional assistance, please check out the SecureAccess Washington (SAW) customer support web site at: http://support.secureaccess.wa.gov/.
· Click LOGIN
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[bookmark: AddWQWebApp][bookmark: _Toc507583533]Add the Water Quality Permitting Portal (WQWebPortal) Application 
to Your Services

Now that you have a SecureAccess Washington (SAW) account, you will need to add WQWebPortal to your list of “My Services.” 

WQWebPortal is Washington State Department of Ecology's Water Quality Permitting Portal and allows you a single sign-on for all your electronic Water Quality permit actions.

[bookmark: AddNewService]Use the following instructions to add this service to your list: 

 
1.1 Log into SAW with your User ID and Password. Then click the “Add a New Service” Red Flashing box.
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1.2 Click in the box “I would like to browse a list of services” to the right hand side of the screen.
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1.3  Select Department of Ecology [image: ]

1.4 Scroll towards the bottom of the list until you find the service called “Water Quality Permitting   Portal (WQWebPortal).” Click the “Apply” button on the right hand side of the page to add WQWebPortal to your list of services. 
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1.5  Once you have added the service, you will receive the message your registration is complete. Click OK.
[image: ]
[bookmark: _Toc476901742][bookmark: _Toc476902474]

1.6  To get into the WQWebPortal application, click the “Water Quality Permitting Portal (WQWebPortal)” link. 
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1.7 Click Continue to enter Water Quality Permitting Portal. 
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NOTE: Now that you are registered with SAW and have access to the WQWebPortal service, you may now use the following shortcut link to direct you straight into the WQWebPortal application https://secureaccess.wa.gov/ecy/wqwebportal. 


[bookmark: _Toc507583534]Setting Up Your WQWebDMR

NOTE: Accounts are set up by individuals, not by company. Each person needs to have their own SAW account, and if signing electronically, his or her own signature account. The SAW account is linked to private, personal information.
[bookmark: _Toc476901743][bookmark: _Toc476902475]
There are four different roles to choose from:
· Facility Coordinator:  This role will allow a person to enter data and sign electronically. You are in charge of inviting other users to your permits, once you have been approved. 
· Facility Signer: This role will allow a person to enter data and sign electronically. 
· Facility Preparer: This role will allow a person to enter data only. This Role will not be able to sign electronically. 
· Facility Administrator: This role will allow a person to enter data and like the Coordinator role can invite other users to your permits, once you have been approved. This Role will not be able to sign electronically. 

A. [bookmark: CoordinatorRole][bookmark: _Toc507583535]Setting Up Your WQWebDMR – Coordinator Role
3.A.1.  On the WQWebPortal home page, click the “Discharge Monitoring Report (DMR)” link.
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3.A.2.  You are now in the registration stage of WQWebDMR. Select the radio button for 
	      the Facility Coordinator Role, then click the “Continue” button.
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3.A.3.  In order to electronically sign, you must create an electronic signature account. This account is different from the SAW account that you created earlier. This account is just for signing electronically with Ecology and is only used within the WQWebPortal application for the Role of Signer and Coordinators.


B. [bookmark: _Toc507583536][bookmark: CreateESAF]Create an electronic signature account

3.B.1.  To create an electronic signature account, you will need to complete the following steps:
(See screen shot on next page)

· First, select a user name and password. (The box will pre-populate with your SAW User name, if not already used by someone else or you can select a new one. 

· Select a password that meets the password criteria (Must have at least one capital letter, one lower case letter, one number and one special character).
	
· Click on the “Submit New User” button.
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3.B.2. Next, you will select five security questions. Once you have selected and answered all 
	    five questions, click “Continue” within the blue box.
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NOTE: Keep a record of the question and your answers. Each time you sign electronically, you will need to answer correctly one of your five security questions that randomly display.
3.B.3. The final step in creating your signature account is to enter your company name 
	     and primary phone number. 
· The display name and email address text boxes contain the text you used to create your SAW account. You may leave this as is, or you may change it. If you change your email address, you must put an active email address in its place. 

· The electronic signature account will use this email address to notify you when your account has signed a document. 

· Click “Submit User Profile Information” to complete the electronic signature account profile.
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3.B.4. Click “Return” at the bottom of the screen to move to the next page.
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3.B.5. Click on the “Continue” button at the bottom of the screen to go to the WQWebDMR    home page. At this time, your WQWebDMR account is created. You won’t be able to enter DMR data or sign DMRs  until your electronic signature account is approved and activated.
		    (See “Electronic Signature Account Section” below.) 
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3.B.6.  To add a permit to your account, enter Permit Number and click “search”
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3.B.7.  Under Action, click “Select” to add this permit to your account. You will need to complete
	    an Electronic Signature Agreement Form (ESAF) for each permit you are requesting access
	    to and mail the ESAF to the appropriate Ecology office for approval. 
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3.B.8.  If you would like to assign a person to this role, click “Assign Users” under the action 
	   column (See “Assigning Additional Users onto your approved Permits” section below).  
	   If you wish to continue without assigning a person, click the “Continue” button.
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3.B.9.  This completes your online WQWebDMR role set up. You must now wait until your 
	    electronic signature account is approved and your WQWebDMR role is approved. This
	    can take up to two weeks.
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3.B.10.  Click “Close” to close out of the application. 

C. [bookmark: _Activate_Electronic_Signature][bookmark: _Toc507583537]Activate Electronic Signature Account
3.C.1.  After you create your electronic signature account, an e-mail message will be sent to 
	     you with the last step of your registration. 

3.C.2.  Log into your e-mail provider and look for an e-mail message sent from
	CROMERRUserNotification@DoNotReply.gov. The subject line of the message should 
	read: “Washington State Department of Ecology confirmation: Your Electronic Signature
	Account application has been received.”

3.C.3.  This email contains instructions and an electronic signature account (ESAF) agreement form.
	Fill out the PDF form and MAIL the original signed ESAF to the appropriate Ecology office 
	listed on page three. If you are signing up for multiple permits, then pick the office that
	corresponds to a majority of your permits.

3.C.4.  After mailing the ESAF to Ecology, your registration is NOT complete until you receive 
	another e-mail message from CROMERRUserNotification@DoNotReply.gov.


Here is an example e-mail message:
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3.C.5.  When you receive a second e-mail message (at a later date) from 
	CROMERRUserNotification@DoNotReply.gov, click on the link provided in the e-mail 
	message. This link will direct you to the SAW log in page; type in your SAW user ID and
	password and click “Login.”




Here is an example e-mail message:
[image: ]


3.C.6.  Log into your SAW account. You will be directed to the electronic signature account
	activation page where your electronic signature account will be verified and activated. 
	You are now certified to sign DMRs and grant other user access to your DMRs. 
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3.C.7.  Click on the “Log into WQWebPortal” button to go to the WQWebPortal home page. 

	Here is an example of the Verification Screen:

	[image: ]

3.C.8.  Click on the “Discharge Monitoring Reports (DMR)” to get to WQWebDMR.

WQWebPortal Home page:
[image: ]

D. [bookmark: _Assigning_Additional_Users][bookmark: _Toc507583538]Assigning Additional Users onto Your Approved Permits
NOTE: Only the Coordinator and Administrator Roles have this option, once approved.



3.D.1. WQWebDMR Home page – click “Assign Users” Tab
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3.D.2. Enter the first and last name of the user and their email address, then select the Role.
	     Click “ADD”. 

		[image: ]

NOTE: The system will send an email letting them know they have been assigned as a User to the permit and the role they have been assigned. The assigned user will then need to create their own accounts, if they do not already have one. If assigned as Signer or Coordinator, you will need to complete the Electronic Signature Agreement Form (ESAF) requesting access to the permit before receiving access. 
Registering for WQWebDMR – Signer Role 
There is a one-time setup process to complete before you gain access to specific permits. 

a. Follow the same 12 steps as in the “WQWebDMR Coordinator Role” section above when creating an electronic signature; selecting the button for the Facility Signer Role. 

b. When you receive an e-mail message from WQWebDMR@ecy.wa.gov with a subject line of “You Have Been Granted Access to WA Dept. of Ecology's WQWebDMR Application,” you can start your setup process. The e-mail message has basic instructions to get you started.

Here is an example e-mail message:
[image: ]

c. First, if you do not have a SecureAccess Washington (SAW) account you need to create one.  Go to the “Create a SecureAccess Washington (SAW) Account” section of this document for instructions on how to create a SAW account.

d. Then you need to add the WQWebPortal to your list of services. Go to the “Add the WQWebPortal Application to Your Services” section of this document for instructions on how to get this service.

e. Once WQWebPortal is listed in your “My Services” tab, click on the “Discharge Monitoring Report (DMR)” link on your WQWebPortal home page and you are ready to work on DMRs.
	[image: cid:image001.jpg@01D3A3EA.2DD0A6C0]
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In order to securely sign your DMRs electronically, you will need to create an Electronic Signature Account. If you would like to learn more about this account and why you need it,
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my Electronic nature Accoun

H

Create new Electronic Signature Account user:

[instructions:
[The User Name length must be a minimum of & characters.

[The Password length must be a minimurm of 8 characters.

The Password must indlude at least 1 of each of the following 3 types of characters:
Use UPPER and lower case letters, a number, and a special character such as: ~1@#$%

Create User Name:  [Wolled44. Name Taken?
Create password: [

Confirm Password:
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Your role request has been received.
‘Your request for access to the Discharge Monitoring Report (WQWebDMR) system has been received and is awaiting, approval.
You will recéive an email when each permit you requested has been approved.for access

If you created an electronic signature'account during your WQWebDMR registratien, please remember to check your-email box for your electronic signature agreement form (email

attachment). This email will be from CROMERRUserNotification@DoNotReply.gov-and contains the rest of your electronic signature account registration set up ‘information. Please
email WQWebPortal@ecy, wa.gov if:you do not receive:this email

If you created an electronic signature' account during your WQWebDMR registratien, you will receive an email from CROMERRUsefNotification@DoNotReply.gov when your
eléctronic Signature account Has been approved for use and needs to be activated.

If you have'any questions, please contact the Department of Ecology's Water Quality help staff for your region or section.

If you need to make changes to your request, please-use the Previous button below

e
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Washington State Dept of Ecology confirmation:

Your Electronic Signature Account application has been received. You have applied for an Electronic Signature Account with the Washington State Department of Ecology.
Before you can submit documents with your Electronic Signature, please do the following:

1) Print, read, and sign the attached Electronic Signature Account Agreement.

2) send to the address on the Electronic Signature Account Agreement.

3) If you have questions, contact Ecology staff listed on the Electronic Signature Account Agreement.

) Wait for email notification. When your Electronic Signature Account has been approved, you will receive an email.

Regards,

‘Washington State Department of Ecology
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Washington State Department of Ecology notification:
Your request for an Electronic Signature Account to sign documents for the WQWebPortal system has been approved.
To activate your account, please use the link below.

Important: If you do not click on the link below and complete the process, your account will not be usable. Do not atter the link below.

https;

/secureaccess.wa.gov/ecy/wawebportal/SignersFinalApproval.aspx?Val=x2z5ivtlVFOCIK3G sgWP C4p942650.5943173958

Regards,

‘Washington State Department of Ecology
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You have been granted access to WQWebDMR application by your facility coordinator: John Smith  Your facility coordinator has assigned you the role of Administrator for permit
number WAR001404 at facility Test facility.

Please follow the steps listed below to log in and start working on your discharge monitoring reports (if you are not already signed up)
‘This initial log on process is a one time sefup.

Getting Logged In
1. Go to SecureAccess Washington (SAW) at hitps://secureaccess wa gov/.

Create a new account if you do not have one.

Log into SAW.

Click on the 'Add a New Service' tab.

Click on the 'Department of Ecology’ link

Click on the 'Apply’ button next to the Water Quality Permitting Portal (WQWebPortal) service.
Click on the 'My Services' tab.

Click the 'Water Quality Permitting Portal (WQWebPortal) service link

Click the link for ‘Discharge Monitoring Report’

000 O

1 you would like to use a different email address than the one your facility coordinator has selected, please contact your facility coordinator and let he/she know what email address you
would like to use before completing the sign up process.

Please contact the Washington State Department of Ecology's Water Quality help staff at: WQWebPortal@ecy.wa gov if you have any questions.
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anytime—day or night.

ns. You can access and reference your electronic submissions at the WQWebPortal site

Entering your data electronically guarantees instant receipt of the data—no more mailing paper DMRs every month! It also reduces application approval times and improves the

accuracy of the data.

Apply for:
« Permit Coverage - Notice of Intent (NOI)
- Construction Stormwater General Permit
- Industrial Stormwater General Permit
- Sand and Gravel General Permit
- Upland Fin-Fish Hatching and Rearing General Per
- Water Treatment Plant General Permit
- Boatyard General Permit

« Conditional No Exposure Exemption (CNE)
- Industrial Stormwater General Permit

Permit Submittals (Annual Reports, SWPPP, etc)

1F you need any document from this site in 3 version for the visually impaired, call the Water Quality Program at 360-407-6401. Persans with hearing loss, call 711 for Washington Relay Service. Parsons with a spesch disabilty, call 877-

s33-6341,





